NAMATKA OJ1A OBYHAIOLWUMNXCAH

C KaXJbpIM TOJIOM MOJIOJICKH B UHTEPHETE CTAHOBUTHCS OOJIbINE, & NIKOJBHUKH OJHH U3 CaMBIX
aKTUBHBIX Iojb30Barened Pynera. Mexay TeM, IIOMUMO OIPOMHOIO  KOJIMYECTBA
BO3MOXHOCTEH, HUHTEPHET HECET U MpoOJeMbl. JTa maMsATKa JI0JKHA [MOMOYb Tebe 0e30IacHo

HaXoaUuTbCA B CCTH.

KoMnibioTepHbie BUPYChI

KomnproTepHsiii BUpYC — 3TO Pa3sHOBUAHOCTb KOMITBIOTEPHBIX MPOrPaMM, OTIWYUTEIHHOU
0COOEHHOCTBIO KOTOPOM SIBIIETCS CIOCOOHOCTh K Pa3MHOXKEHHIO. B JomonmHeHue K 3ToMy,
BUPYChl MOTYT TOBPEIWTh WM TIOJHOCTBIO YHUYTOXHUTH Bc€ (aillbl W JaHHBIE,
MTOJIKOHTPOJIBHBIE TIOJIb30BATENI0, OT UMEHH KOTOPOTo ObliIa 3amylieHa 3apakeHHasi mporpamma,
a TaKXkKe TMOBPEIUTh WIM JaKe YHHUYTOXKUTH OTEPAIMOHHYIO CHUCTEMY CO BceMu (¢aiiamu B
1enoM. B OONBITMHCTBE CiIy4aeB pacpOCTPAHSIIOTCS BUPYCHI U€pPE3 UHTEPHET.

MeTop!I 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Hcnonp3yii COBpeMEHHBIE OTIEPAIIMOHHBIE CUCTEMbI, UIMEIOIINE CEPHE3HBI YPOBEHB
3aIHUTHI OT BPEIOHOCHBIX MPOTPAMM;

2. TloctostHHO ycTaHaBnuBai mautu (1U(POBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKU
YCTaHABIWBAIOTCS C IEIBI0 JOPAOOTKH MPOTPaMMBbI) U JPyrue OOHOBIICHHS CBOEH
omepanroHHONW cucTemMbl. CkaumBalk WX TOJNBKO ¢ OQHUIMAIBHOTO CaiTa
paspabotunka OC. Ecam cymecTByeT peXWM aBTOMAaTHYECKOTO OOHOBJICHUS,
BKJIIOYH €T0;

3. PalGoTaii Ha cCBOEM KOMITBIOTEPE IO IIPaBaMU TOJIb30BATENS, @ HE aIMUHUCTPATOPA.

DTO HE MO3BOJIUT OOJBITWHCTBY BPEIOHOCHBIX MPOTPAMM HHCTAJUTMPOBATHCS Ha
TBOEM IEPCOHATBHOM KOMITBIOTEPE;

4. Hcnonwp3yit aHTUBUPYCHBIE TIPOTPAMMHBIC TTPOTYKTHI U3BECTHBIX MPOU3BOIUTEICH,

C aBTOMaTU4YECKUM OOHOBJIEHHEM 0a3;

Orpaandb GU3NYECKUNA TOCTYI K KOMIIBIOTEPY JJIsl TOCTOPOHHUX JIUIL;

Hcnonw3yit BHEIIHUE HOCUTENN MH(GOPMAIIMK, TaKKe Kak Quielika, JUCK WK (ailr
W3 MHTEPHETA, TOJIBKO M3 IPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpbIBail KOMIIbIOTEpPHBIC (AiiIbl, MOTYYCHHbIE U3 HEHAJEKHBIX HCTOUYHUKOB.
Haxke Te (aiinpl, KOTOpble MpHUCIal TBON 3HAaKOMbIH. Jlydie yTouHU Yy Hero,
OTIPABJISII JIM OH TeOE MX.

Ceru WI-FI
Wi-Fi — 910 He BUI mepeaun JaHHBIX, HE TEXHOJIOTHUS, a BCEro JIMIIb OpeHy, Mapka. Eme B 1991
roly HMJEpiaHJCKas KoMIaHus 3apeructpupoBana Openn “WECA”, uro o603Hadano
cioBocouetanue “Wireless Fidelity”, koTopslif mepeBoIUTCS Kak “OecrpoBO/iHAS TOYHOCTh .
Jlo Hamero BpeMeHHM JoIuia apyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW e TEXHOJOTHEH.
Orto abbpeBuatypa “Wi-Fi”. Takoe Ha3BaHMe ObLJIO JaHO C HAMEKOM Ha CTaHIApT BBICIICH
3ByKkoBoii TexHukH Hi-Fi, uTo B mepeBosie 03Ha4yaeT “BbICOKast TOUHOCTH .
Jla, OecmjaTHbIi HMHTEpPHET-AOCTYNl B Kade, OTeNnsiX M adponoprax SBISETCS OTJIMYHOU
BO3MO’KHOCTBIO BBIX0/1a B HHTepHET. HO MHOTHE AKCIIEPTHI CUMTAIOT, YTO 00IIeA0CTyHbIEe Wi-
Fi cetn He sBisitoTCS 6€30TaCHBIMU.



CoBetsl 110 0€30MaCHOCTH pabOTHI B 00LIeNOCTYIHBIX ceTsix Wi-fi:

1. He mepenmaBaii cBolo nuuHyl0 uHpopmamuio uepe3 obmenoctynusie Wi-Fi cern.
PaboTtast B HHX, *XelaTeIbHO HE BBOJUTH MAPOJM JIOCTYIA, JIOTHHBI U KaKUE-TO
HOMEpA;

2. Hcnonw3yii 1 0OHOBIIAN aHTHUBHPYCHBIE TPOTPAMMBI B Opanamayep. Tem caMbIM ThI
o0e3omacuirb cedst OT 3aKaYKu BUPYCa Ha TBOE YCTPOICTBO;

3. Ipum ucnonpzoBanmu Wi-Fi otkmroun ¢yHkmmio “O0muit moctyn K daitnmam u
npuHTtepam”. JlaHHass QyHKUMS 3aKpbiTa [0 YMOJIYAHHMIO, OJHAKO HEKOTOpHIE
MOJIL30BATEIN aKTUBUPYIOT €€ /sl yA00CTBa UCTIONIb30BaHus B paboTe min ydeoe;

4. He ucnons3yilt nyonmuunesiii WI-FI g nepenaun Ju4HBIX JaHHBIX, HAIPUMEpP VIS
BBIXOJIa B COI[UAJIbHBIE CETU WJIM B JIEKTPOHHYIO IIOUTY;

5. Hcnonw3yii Tonbko 3amunieHHoe coequHenue yepe3 HTTPS, a e HTTP, T.e. npu
Habope BebO-aapeca BBOAM UMEHHO “https://”;

6. B wmoOwibHOM Tenedone orwiroun Qynaknuio  “Tlogxmouenune k- Wi-Fi
aBromatuuecku”’. He momyckail aBTOMaTW4YeCKOTO TOJKIIOUEHUs YCTPOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CouunajibHble ceTH
COI_[I/IaJ'II)HI)Ie CCTHU AKTHBHO BXOJAT B HAINy XHW3Hb, MHOI'HC JIIOOU pa60Ta}0T H XUBYT TaM
nmocTtosiHHO, a B Facebook yxke 3aperucTpupoBaH MIULTHAPA YEIOBEK, YTO SIBISETCS OTHOU
celbMOM BceX JKHUTeNed IIaHeThl. MHOTHE MOJb30BaTeNM HE MOHUMAIOT, YTO WH(popMaius,
pa3MelieHHasl UMU B COIIMANIbHBIX CETSAX, MOKET ObITh HalJIeHa U HMCIIOJIb30BaHa KEM YIOJHO, B
TOM 4HCJIe He 0053aTeNbHO C OJIaruMU HAMEPEHHUSIMH.
OcHOBHBIE COBETHI 110 OE30MACHOCTH B COITMANIBHBIX CETAX:

1. Orpannub crmmcoK Apy3ed. Y TeOs B Ipy3bsiX HE JOJDKHO OBITH CIydaWHBIX H
HE3HAKOMBIX JIFOJICH;

2. 3Bamminai cBOIO 4acTHYIO Ku3Hb. He ykaspiBail mapoiu, TenedoHsl, aapeca, AaTy
TBOETO POXKICHUS W JIPYTYIO0 JUYHYI0O HHGOPMAUIO. 3JI0YMBIIUIEHHUKA MOTYT
WCIIOJIb30BaTh Jake MH(OPMALMIO O TOM, KaK Thl U TBOM POJUTENH ILIAHUPYETE
MIPOBECTU KAHUKYIIBI;

3. 3Bamminai CBOIO permyTaluio — IEpPKU €€ B UUCTOTe U 3ajaBail cebe BOIPOC: XOTel
Obl ThI, YTOOBI Jpyrue MOJb30BATENU BUAENTH, YTO Thl 3arpyxaemb? [lomymai,
MIPEK/IE YeM YTO-TO OMYOJIMKOBATh, HAMKCATH U 3arPy3UTh;

4. Ecnu Tl TOBOPUIIB C JIOJAbMH, KOTOPBIX HE 3HAEllb, HE UCIOJb3Yi CBOE pearabHOe
UMS U JIpYTYIO JTUYHYIO MH(OpMAIMH: UMs, MECTO XHUTEIbCTBA, MECTO y4eObl U
npouee;

5. W30erait pasmemenus otorpaduii B InTepHeTe, T11e THl M300paxeH Ha MECTHOCTH,

M0 KOTOPOH MOKHO OTIPEJEIUTh TBOE MECTOTIOIOKEHHE;

6. Ilpu peructpanMd B COIMATbHOM CETH HEOOXOAMMO UCIOIB30BaTh CIIOKHBIE
MapoJIH, COCTOSAIINE U3 OYKB M IU(P U C KOTUIECTBOM 3HAKOB HE MeHee §;

7. Jlns conmanbHOM CeTH, MOYTHI U JPYTUX CAiTOB HEOOXOIUMO HCIOIb30BaTh pa3HbIE
naponu. Toraa ecnu Te0s B3IOMAOT, TO 3J0YMBIIIIEHHUKHU MOJTy4aT JOCTYI TOJIBKO
K OJTHOMY MECTY, a HE BO BCe Cpasy.



DJIEKTPOHHbBIE JeHbIH
DNEeKTPOHHBIE JEHBI'M — 3TO OYeHb YAOOHBI cHoco0 MjaTtexei, OIHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TU ACHBIH.
ONEKTPOHHBIE JIEHbI'M IOSIBWJINCH COBCEM HEIABHO M MMEHHO H3-32 3TOr0 BO MHOI'MX
rocyznapcTax J0 CUX IOp HE IPOIMUCAHO PO HUX B 3aKOHAX.
B Poccun xe oHM (pYHKIMOHUPYIOT U O HMX YK€ MPOINHCAHO B 3aKOHE, IJI€ UX Pa3leisiioT Ha
HECKOJIbKO BHUJIOB — aHOHUMHbIE U HE aHOHMMHbIE. Pa3HMIla B TOM, YTO aHOHUMHBIE — 3TO T€, B
KOTOPBIX pa3pemaercs MPOBOAUTH ONepannu 0e3 HWACHTU(HUKAIMKA IOJIb30BATENs, a B
HEAHOHUMHBIX UICHTH()HUKALNS TOTIB30BATENS ABISIETCS 0053aTEIIbHOM.
Taxxe cnenyer pa3ianyaTh 3JIEKTPOHHbIE (PUATHBIE A€HBIU (PaBHBI TOCYJapCTBEHHBIM BaJIIOTaM)
U DJIEKTPOHHbIE HE(PHUATHBIE IEHbI'H (HE paBHbI TOCY1APCTBEHHBIM BAIIIOTaM ).
OcCHOBHBIE COBETHI 110 O€301MaCHOM paboTe C ANEKTPOHHBIMU JEHbIaMU:

1. TlpuBsku K cueTy MOOUIIBHBIN TenedoH. DTo camblil yIOOHBIN U OBICTPBIN crlocod
BOCCTaHOBUTH JIOCTYN K cueTy. lIpuBsi3aHHBINA TenepoH MOMOKET, eciau 3a0yaellb
CBOM IUIATEKHBIN MapOJib WA 3alJICIIb HA CAUT C HE3HAKOMOIO YCTPOMCTBA;

2. Hcnonw3yit ogHopazoBbie mapoJsn. [lociie nepexoja Ha YCHJIEHHYIO aBTOPHU3ALIMIO
Tebe yke He OyIeT yrpokarb OMACHOCTh KPaXW WIH TepexBaTa IUIATEKHOTO
apoJs;

3. Bribepu cnoxsbpii mapons. [Ipectymaukam OymeT HE MPOCTO Yrajarh CIOKHBIA
naposib. HazexxHble maposau — 3To napoJiu, KOTOpble COIepKaT He MeHee 8 3HAaKOB U
BKJIIOYAIOT B CeOsI CTPOUYHBIE U TIPOIMUCHBIE OYKBBI, ITUGPHI 1 HECKOJIBKO CHMBOJIOB,
TaKMe Kak 3HaK Jojulapa, (yHTa, BOCKJIMLATENbHBIM 3HAaK M T.. Hampumep,
$tRONg!;;

4. He BBOAM CBOM MYHBIE JaHHbIE HA CaliTaX, KOTOPHIM HE IOBEPSCILb.

DJIeKTPOHHAS M0YTA
ONEeKTpOHHAs I0YTa — 3TO TEXHOJIOTMS W IPENOCTABIIAEMBIE €0 YCIYTM IIO IEPECBUIKE U
MIOJIy4EHUIO BJIEKTPOHHBIX COOOIEHHUM, KOTOPbIE PACHPENEISAIOTCS B KOMIIBIOTEPHOW CETH.
OObIuHO JIEKTPOHHBIN IIOYTOBBIA  SILIUK BBITJISAUT CJIEYIOIUM oOpazom:
UMs_TI0JIb30BaTEeNA(@UMsL_JoMeHa. Takke KpoMme Iiepefadd IpOCTOro TEKCTa, HMeeTcs
BO3MOJKHOCTb IlepesiaBaTh (pailibl.
OcHOBHBIE COBETHI IO Oe3011aCHOM paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh NpaBUJIBHBIN IMOYTOBBIM cepBuUC. B uHTepHETE e€cTh OrpOMHBII
BbIOOp OECIUIATHBIX IOYTOBBIX CEPBHMCOB, OJIHAKO JIydllle JOBEPSTh TEM, KOTO
3HAEIIb U KTO NIEPBBIN B PEUTHHTE;

2. He yka3piBail B 1MuyHO# nmoute auuyHyto uH(opmaruio. Hanpumep, nydie BeIOpaTh
“My3bIKaJIbHBINA _(aHat@’” umm “pok2013” Bmecto “Temal3”;

3. Hcnonp3yll IBYXdTamHYyH aBTOPH3alUI0. OTO KOrja IOMHUMO IapoJil HYXHO
BBOJIUTH KOJI, TPUCHLIaeMbIil 0 SMS;

4. BoiOepu cioxxHbI maposib. Js KaXJOro MOYTOBOTO SIIMKA JOJKEH ObITh CBOM
HAJICXKHBIM, YCTOWUMBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOKHOCTBH HalMcaTbh CaMOMY CBOW JIMYHBINA BOIIPOC, UCHOJB3YH 3Ty
BO3MOYHOCTB;



6. Mcronb3yil HECKOJBKO IOYTOBBIX SIIUKOB. lIepBbIi 11 4aCTHOM NEPENMCKU C
azpecaTaMM, KOTOpPBIM Tbl JIOBEpPSCIIb. JTO JIEKTPOHHBIA aJgpec HE HaJo
WCIOJB30BATh IPU PErUCTPALUK HA POpyMax U callTax;

7. He otkpeiBaii ¢ailsiel U Apyrue BIOKEHHUS B MUCbMAaX, JaK€ €CIU OHU MPUILIH OT
TBOUX JIpy3el. JIydine yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (aiibl;

8. Ilocne oxkoHuaHus paOOTHl Ha MOYTOBOM CEPBHUCE IEPEN 3aKPbITUEM BKIAJIKU C
caiiToM He 3a0y/lb HaKaTh Ha “BhIATH.

Ku6epOy/uIMHT 1M BUPTYaJbHOE U3/1€BATEIbCTBO
KubepOymauHr — mpecnenoBaHue COOOLICHUSIMH, COJEp’KallUMH OCKOpPOJIEHUS, arpeccuto,
3alyruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHHE C MOMOIIBIO Pa3IMYHbIX MHTEPHET-
CEpPBHCOB.
OcHOBHBIE COBETHI 110 60pbOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiica B 0oil. JIyumuii crioco0: MOCOBETOBAaTHCS Kak ce0si BECTH U, €CIH HET
TOro, K KOMY MOXKHO 06paTI/ITBC$I, TO BHA4YaJIC YCIIOKOHTLHCH. Ecim THI HauHeNIn
OTBEYATh OCKOPOJICHUSIMH Ha OCKOPOJICHHUS, TO TOJIBKO €Ile OOJIbIIE Pa30ikKKeIllb
KOH(DITUKT;

VYnpasinsii cBoeil kubeppenyranuei;
AHOHMMHOCTE B CE€TH MHHMAs. CyII_IeCTBy}OT CII0COOBI BBIAICHHUTBH, KTO CTOHUT 3a
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyIMTaHCKUW 00pa3 BUPTyaslbHOU ku3HU. VIHTEepHET (hUKCHUpYET
BCE TBOM JICHCTBHS M COXPAHSET MX. Y AAJINUTh UX OyAET KpailHe 3aTPyTHUTEIBHO;
Co0mroaii CBOI0 BUPTYaAIbHYIO YECTh CMOJIOY;

Urnopupyit enuHnuHbId HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIE COOOIICHUS
nyyie urHopupoBath. OOBIYHO arpeccust MpeKpallaeTcs Ha HayajabHOU CTanu;

7. banm arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMH COOOIICHUSMHU, B
COLIMANIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPaBKU COOOIICHUN C
OTIpEJIeNICHHBIX a/IPECOB;

8. Ecmu 1Bl cBugerens KuOepOymiuHra. TBOW JEHCTBUA: BBICTYNHUTh MPOTHUB
npecieaoBaress, MOKa3aTb €My, YTO €ro JeHCTBUS OLIEHMBAIOTCS HEraTHUBHO,
MOJAJIEP>KaTh JKEPTBY, KOTOPOM HYKHA IICUXOJIOTMYECKash IOMOIb, COOOIIUTH
B3POCJIBIM O (haKTe arpecCUBHOTO MOBEJCHHUS B CETH.

MooOnabHblii Tes1edoH

CoBpemenHble cMapTHOHBI U IJIAHIIETHI COJEPKaT B ce0e BIOJHE B3POCHbINH (PYHKIHMOHAN, U
TElepb OHU MOT'YT KOHKYPHpPOBAaTb CO CTAllMOHApHBIMM KoMIbloTepamu. OJHAKoO, CpEICTB
3alIUTHI JJI NOJOOHBIX YCTPOMCTB MOKa OY€Hb Majio. TecTHpOBaHHE M MOUCK YA3BUMOCTEH B
HUX HPOMCXOTUT HE TaK WHTEHCUBHO, Kak ans IIK, To e camoe Kkacaercs M MOOMIIBHBIX
MIPUIIOKEHUHN.

CoBpeMeHHbIE MOOMIIbHBIE Opay3ephl yXkKe MPaKTUYeCKU JTOTHAJIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacipenue (GpyHKIMOHAIA BIeYeT 32 COO0M OOJIBIIYIO CIOKHOCTh M MEHBIIYIO 3aLUIEHHOCTb.
Jlaneko He BCe NPOM3BOJUTENM BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHYECKUE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.



OcHoBHBIE COBETHI JIJ1s1 6€30MacHOCTH MOOMITBHOTO TenedoHa:

Hudero He sBnsieTcs mNO-HAcTOsILEMYy OecIulaTHBIM. bBylab OCTOpoXkeH, Benb Korja Tebe
MpeuUIaraoT OeCIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIC YCIYTH;
Hymaii, npexxae yeM otnpaButb SMS, ¢oT1o nian Bumeo. Tel TOUHO 3HAeWb, T OHU OyAyT B
KOHEYHOM uTOre?

Heo6x011uM0 0OHOBIIATE ONEPATMOHHYIO CHCTEMY TBOETO CMapTQOHa;

Hcnons3yit aHTUBUPYCHBIE POTPAMMBI IJ1s1 MOOMIIBHBIX TeNIE()OHOB;

He 3arpyxaii mnpuiokeHHs OT HEU3BECTHOTO MCTOYHMKA, BEJb OHU MOTYT COJIEP)KaTh
BpPEJOHOCHOE IIPOTPaMMHOE 00€CIIEUEHHUE;

[Tocne Toro kak Thl BBIHJEIIb C CaiiTa, I BBOJIWI JUYHYI0 MHQOpPMAIUIO, 3aiii1 B HACTPOIKU
Opay3sepa u ynanu cookies;

[leproauuecku npoBepsil, Kakue IUIATHBIE YCIIYTH aKTUBUPOBAaHbI HA TBOEM HOMEpE;

HaBail cBoii HOMep MOOWJIBHOrO Tese(oHA TOJBKO JIOASAM, KOTOPBIX Thl 3HACHIb U KOMY
JIOBEpSEIIb;

Bluetooth moken ObITH BBIKITIOUEH, KOTJa Thl UM HE MOJb3yeribcs. He 3a0piBail mHOTIA
MIPOBEPSATH ATO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPhI — 3TO KPAaCOUHBIE, 3aXBATHIBAIOLIUE Pa3BICUCHUsI, O0BEANHSIONINE
COTHH TBICSAY YEJOBEK 10 BCceMy MHpY. MIrpoku nccineayroT JaHHBIH UM MUpP, OOLIA0TCs APYT C
JIPYroM, BBINOJHSIOT 3aJaHUs, CPAXKAIOTCS ¢ MOHCTPAMU M IOJIy4arOT OIBIT. 3@ yIOBOJILCTBHE
OHH IUIATAT: MOKYNAIOT JUCK, OIUIAYMBAIOT Aa0OHEMEHT WJIM MPHOOPETAIOT KaKUe-TO OILIUH.
Bce at1 cpenctBa uayT Ha MoAJepKAHWE U PA3BUTHE UIPHI, a TaKKe Ha caMy O€30MaCHOCTB:
COBEpPILEHCTBYIOTCS CUCTEMBI aBTOPHU3AIMHM, BBIITYCKAIOTCA HOBBbIE MaTuu (LM(POBBIE 3aIIaTKU
IUIsL IPOTpaMM), 3aKpbIBAtOTCS yA3BUMOCTH CEPBEPOB.
B 1ono6HbIX Mrpax CTOUT onacaTbcs HE CTOJIBKO CBOMX CONEPHHKOB, CKOJBKO KPa)XH TBOETro
napoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPU3aLMK OOJIBIIMHCTBA UTP.
OcCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOET'O UTPOBOTO aKKAYHTA!

1. Ecmm npyroil wurpok Bener cebOs IUIOXO WIM CO3JaeT TeOe HENpHUsITHOCTH,

3a0JIOKUPYH €ro B CIIMCKE UTPOKOB;

2. Iloxamyiics aaMMHMCTpaTOpaM UIPbl Ha IUIOXO€ IIOBEJIEHUE JTOr0 HIPOKa,
JKeJIaTebHO ITPUIIOKUTH KaKHe-TO 10Ka3aTeIbCTBa B BUJIE CKPUHOB;
He yka3biBail muunyro nHpopMmaiuio B mpodaiisie urpsl;
YBaxail Ipyrux y4aCTHUKOB I10 UT'DE;
He ycranaBnuBaii HeoumaibHble TaTYU U MO/IBI;
Hcnone3yi COXKHBIE U pa3HbIE NTAPOJIU;

N o g ok~ w

I[ax(e BO BpEMsd HUI'DbBI HE CTOUT OTKIIIOYATh aHTHBHUPYC. Iloka TBI HUrpacuib, TBOU
KOMIIBKOTEP MOT'YT 3apa3uThb.

@OUIIMHT WK KPaMka JUYHBIX JAHHBIX
OObIYHON Kpaxkel JeHer W JOKYMEHTOB CErOJHS y)K€ HUKOTO HE YAMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JOYMBILIJIEHHUKN TEPEMECTHUINCh B HWHTEPHET, U MPOJOJDKAIOT
3aHUMAThCS “TIOOUMBIM” JIEJIOM.



Tak mosiBUIack HOBAs yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILHHT, TIaBHAS LEJIb KOTOPOTO
COCTOUT B TOJYYEHUH KOH(UICHIMANBHBIX JTAHHBIX MOJIb30BATENCH — JOrMHOB M maposieid. Ha
aHrnuiickoM s3bike phishing unraercs kak ¢ummar (ot fishing — peibHas noBis, password —
apoJib).

OcHOBHBIE COBETHI IO OOPHOE ¢ (HUIIMHTOM:

1. Crnemu 3a CBOMM aKkayHTOM. Ecimu ThI mojo3peBaemib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBATh €€ M COOOIIUTH aIMHHHCTPATOpaM
pecypca 00 3TOM KaK MOKHO CKODEE;

2. HWcnone3yii Oe3zomacHble BeO-CaliThl, B TOM 4YHCIE, WHTEPHET-MarasuHOB U
MTOMCKOBBIX CUCTEM;

3. Hcnonw3yii cinoxHbIe U pa3Hble Mapoiau. TakuM oOpa3oMm, eciau Tedsl B3JIOMAloT, TO
3JI0YMBIIIJIEHHUKU MOJy4yaT JOCTYI TOJIBKO K OJHOMY TBOEMY HpO(UI0 B CETH, a
HE KO BCEM;

4. Ecnm Tebs B3jOMand, TO HEOOXOJAMMO MPEIYNPETUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbI€ 100aBJIeHbI Y T€OS B IPY3biX, O TOM, YTO T€0S B3JIOMAJIH U, BOSMOXKHO, OT
TBOET0 UMEHH OyJIeT pacchliaThCsl CllaM U CChIJIKU Ha (PUIIMHTOBBIE CANTHI;

Ycranosu HagexHbI maposb (PIN) Ha MOOWIBHBIH TenedoH;

OTkir04M coXpaHeHHe MapoJisi B Opaysepe;

He oTkpsiBail (aiinsl u Apyrue BIOXKEHUS B MUChbMaX, AaKe €CIM OHU MPULUIA OT
TBOUX Jpy3el. Jlydine yTouHu y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (Paitibl.

Hudposas penyranus
[udposas pemyramus — 3TO HETaTUBHAS WM TO3WTHBHAsS HHPOpMAIMS B CETH O Teoe.
Kommnpomerupytomas unpopmanus, pa3MelieHHas B WHTEPHETE, MOKET CEepbhe3HbIM 00pazoM
OTpa3uThCsl Ha TBOEH peanbHOM xu3HM. “‘lludpoBas pemyranusa” — 3TO TBOW MMHK, KOTOPHIH
dhopmupyetcs u3 nHGopMaIKK 0 TeOe B HHTEPHETE.
TBoe MecTo KHUTENbCTBA, yueObl, TBO€ (DMHAHCOBOE IOJOXKEHUE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIIMBAETCS B CETH.
MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJUKaluMu JUYHOM HHGPOpMalnuu B
WnuTepHere, HEe MOHKMMAs BO3MOXKHBIX MOCIEACTBHM. ThI laxke HE CMOXKEIb JOraJaThCsi O TOM,
yTo (hoTorpadus, pasmenieHHas 5 1eT Ha3ajl, cTajla IPUYUHOM 0TKa3a MPUHATH TeOs Ha padoTy.
KommenTtapuu, pasMenienue TBoux Gororpaduil u Ipyriue IeiMcTBUS MOTYT HE MCUE3HYTh JaxKe
MOCJIe TOrO, KaK Thl X yJaluiib. Thl HE 3Ha€llb, KTO COXPAHUI ATy HH(POpPMAIUIO, Momana JIu
OHa B TOHCKOBBIE CHCTEMBl M COXpaHWJIACh JHM OHA, a TJaBHOE: YTO MOJAYMalT O Tebe
OKPYKaIOIIe JIIOU, KOTOPhIE HAMIYT W yBUIAT 3T0. HaiiTu nHpopManuio MHOTO JET CIyCTs
CMOXET JI000N — Kak M3 J0OphIX MOOYXKICHW, TaK U C HAMEPEHUEM MPUYMHHUTH Bped. JTO
MOJKET OBITh KTO YTOHO.
OCHOBHBIE COBETHI 10 3alIUTE U(POBON peryTalluu:
1. Tlomgymaii, mpexae 4em 4To-TO MyOJUMKOBaTh U MepenaBarh y ce0s B Oiore wiu B
COIIMABHOM CETH;
2. B HacTpoiikax mpoduiis YCTaHOBH OTPaHHUYEHHS HA MPOCMOTP TBOETO MPOIIIs U
€ro COJEPKUMOr0, CAENIall €ro TOJIbKO “IUIs Ipy3eil”;
3. He pa3memaii u He ykas3piBaii WHMOPMALHMIO, KOTOpas MOXET KOro-Inbo
OCKOPOJIATH WM OOMKATh.



ABTOpCKOe IPaBo
CoBpeMeHHbIE IIKOJBFHUKHA — AKTUBHBIE TOJIb30BaTeNd HHU(poBOTro mpoctpaHcTBa. OmHAKO
JIaJIeKO0 HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTUMH BO3MOXXHOCTSAMHU ITU(PPOBOTO MUpa TpedyeT
COOIIIOJICHNS MTPAB HA HHTEJJICKTYAbHYIO COOCTBEHHOCTD.
TepMuH “uHTENIEKTyanbHass COOCTBEHHOCTh OTHOCUTCA K  Ppa3IMYHBIM  TBOPEHUSIM
4eJI0BEUECKOr0 yMa, HauMHAas ¢ HOBBIX MU300pETEHUN U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TPOAYKTHl M YCIyrd, W 3aKaH4YMBas KHUTamu, ¢ororpadusiMu, KuHODUIBMAMU U
MY3bIKJIbHBIMU [IPOU3BEACHUSIMMU.
ABTOpCKHE ITpaBa — 3TO MpaBa Ha UHTEJJIEKTYaIbHYIO COOCTBEHHOCTh Ha IIPOU3BE/ACHUS HAYKH,
JUTEpaTypbl U HMCKYCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B KayeCTBE TapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBII/TBOPUECKUIM TPy aBTOpa HE OyAeT HAmpacHbIM, JAcT €My CIIpaBeIJIMBbIE
BO3MOXHOCTH 3apa0OTaTh Ha pe3yjbTaTax CBOEro TPyJAa, MOJIYYUTh U3BECTHOCTh U NMPU3HAHHE.
Huxkro 6e3 pa3pernienust aBTopa He MOKET BOCIIPOU3BOAUTD €r0 IPOU3BE/IEHUE, PACIIPOCTPAHSATD,
nyOJIMYHO JAEMOHCTPUPOBATH, MpOJaBaTb, HWMIIOPTUPOBATH, IYCKaTh B MpOKaT, MyOJIMYHO
WCIOJIHATH, TOKA3bIBATh/UCTIONHATD B 3dupe Ui pa3MeniaTts B MIHTepHeTe.
Hcnonb3oBanue “nuparckoro” MpPOrpaMMHOTO OOECHEeYeHHs MOXKET IMPUBECTH K MHOTUM
pUCKaM: OT TOTEpPH JaHHBIX K TBOMM aKKayHTaM J0 OJOKHpPOBKH TBOETO YCTPOWCTBa, TIJie
yCTaHOBJIEHA HeleranbHas nporpamma. He cTrouT Taxke 3a0bIBaTh, YTO CYLIECTBYIOT JerajibHbIe
u OecriyiaTHbIE TPOrPaMMBbl, KOTOPbIE MOYKHO HAlTH B CETH.

O nopraJue
CeteBUYOK.p — TBOH TJIaBHBIN COBETUMK B CETH. 3/1€Ch ThI MOXKEIIb y3HATh O OE30MaCHOCTH B
CeTH TMOHSATHBIM U JOCTYHHBIM $3BIKOM, a IPH BO3HUKHOBEHMH KPUTHYECKON CHUTYyalllH
0o0paTUThCS 32 COBETOM. A TaKkKe MPUHATH ydacTHEe B KOHKypcax M CTaTh CaMbIM LH(POBBIM
rpak JaHuHOM !
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